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• Boolean    [ true (1) or false (0)]

Enum 

Value

Bit 

Pair

Usual meaning  

(ex. for CB)

0 0 0 Intermediate state

1 0 1 Off  (or Open)

2 1 0 On  (or Closed)

3 1 1 Bad state

• Dbpos (Double bit position, also defined a

                                          Coded Enum below)

• Integer

• Floating point 

• Enumerated

• Timestamp

• Visible string

• etc.



Published by 

IEDs and seen 

by sniffers as 

a string of 

13 bits

• Quality



SCL File Types

SSD System Specification Description System equipment connections, functions, logical 

nodes.

ICD IED Capability Description Data model and items supported by an IED.

IID Instantiated IED Description Instantiated data and published or transmitted 

messages.

CID Configured IED Description Actual configuration (instantiated objects/data, 

published messages, and IEDs/messages and data 

subscribed to.

SCD System Configuration Description Actual configuration of entire system or sub-system 

(multiple IEDs).

SED System Exchange Description Messages and datasets that need to be exchanged 

between projects.



• On any new data change (Event2), GOOSE rapid publishing is restarted 

until it reaches time max time t0

t0t0

t0 t0

t1 t1 t2

Event1 Event2

t1 t1 t2

t0 t0

t3

• Periodic maximum retransmission (heartbeat) of GOOSE with time t0

• Time to live (TTL) is initially time t0; Loss of packet can be detected

• On a data change (Event1), GOOSE is published immediately and rapidly 

at gradually increasing time t1, t2, t3 until it reaches max. time t0 

TTL is reduced, then readjusted for each packet



Anatomy of GOOSE messages
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Conventional test switch IEC 61850 Ethernet connection

Many IEDs
Many IEDs

Many IEDs
Many IEDs

No visible 
physical switches
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Simulation:
- Test set publishes SV and GOOSE messages 

with Simulation flag = true

- DUT set to Simulation mode will process 

messages with Simulation flag = true

- Devices in normal service (Simulation not set)  

will ignore or not process simulated messages

Test signals injected by test set 

should be: 
- Accepted only by Devices (IEDs or 

Logical devices) under test (DUT)

- Ignored by devices that are in normal 

service

Output Signals of DUT
- Outputs signals should be ignored by 

other devices that are in normal 

service

- Hard-wired (physical) outputs of the 

DUT must be blocked from operating 

on the process

Mode/Behavior: – On, Test, Test/blocked
- GOOSE outputs of DUT (Beh=Test) identified 

with q.test=true 

- Devices in normal service (Beh=On) ignore (or 

process as Invalid) signals with q.test=true

- Devices in test mode process all signals 

Test/blocked mode: Physical outputs blocked





Station Bus

Process Bus

PTP





INCOMER MU

INCOMER PU

• PTOC1.Str

• PTOC1.Op

• PTRC1.Tr

• SPC01.Op

SV

FEEDER 1 MU

FEEDER 1 PU

• PTOC1.Str

• PTOC1.Op

• PTRC1.Tr

• XCBR1.Pos

• RBRF1.OpEx

SV

FEEDER 2 MU

FEEDER 2 PU

• PTOC1.Str

• PTOC1.Op

• PTRC1.Tr

• XCBR1.Pos

• RBRF1.OpEx

SV

FEEDER 1 FEEDER 2

CB 1 CB 2

Trip Inputs

Load

1200 A @ 0

CB 0Pickup=2.5 kA

FB Bus Fault

5 kA min., 10 kA max.

Pickup=1 kA

Load 600 A @ 0 Load 600 A @ 0

All Faults @ -60

FF10 Feeder Fault

5 kA min., 10 kA max.

FF1E Feeder End Fault

1.5 kA min.

Pickup=1 kA

Blocking 

Inputs

Short delay

0.1 s Typical

1 s for demo 

Trip Incomer CB0

SP01.Op

Fast Bus and Bus Interlocking



PTP Clock

INCOMER 

MU

INCOMER 

PU

FEEDER 1

MU

FEEDER 2

MU
FEEDER 1

PU

FEEDER 2

PU



PTP Clock

INCOMER 

MU

INCOMER 

PU

FEEDER 1

MU

FEEDER 2

MU
FEEDER 1

PU

FEEDER 2

PU

IEDs not available 

for testing







Click to Edit Title

30


	Intro
	Diapositiva 1: IEC 61850 Standard-based Protection Applications Testing and Network Analysis
	Diapositiva 2: Who is Doble Engineering?

	Primer: What is IEC 61850?
	Diapositiva 3: What is IEC 61850?
	Diapositiva 4: Conventional Protection & Control
	Diapositiva 5: Digital P&C Based on IEC 61850 Standard
	Diapositiva 6
	Diapositiva 7: Packet Structure
	Diapositiva 8: Hierarchical View
	Diapositiva 9: Data Attribute Types
	Diapositiva 10: Constructed Data Attribute Types
	Diapositiva 11
	Diapositiva 12: GOOSE Retransmission
	Diapositiva 13: Anatomy of GOOSE Messages
	Diapositiva 14: Process Bus
	Diapositiva 15: Sampled Values - UCAIUG 9-2 LE Implementation Guideline
	Diapositiva 16: Sampled Values – New Standard

	Testing Isolation
	Diapositiva 17: Testing IEC 61850 Standard-Based PACS
	Diapositiva 18: Testing – Isolation Challenges
	Diapositiva 19: Testing – Isolation Challenges (2)
	Diapositiva 20: Test Features – Isolation during Maintenance

	Doble Solutions
	Diapositiva 21: Doble Solutions
	Diapositiva 22: Doble Solutions for Testing IEC 61850-based PACS

	Demonstration
	Diapositiva 23: Testing Example
	Diapositiva 24
	Diapositiva 25
	Diapositiva 26
	Diapositiva 27

	Conclusion & Q/A
	Diapositiva 29: Questions?
	Diapositiva 30


